
Briefing 

Medical Confidentiality 

One of the fundamental ethical obligations owed 
by a healthcare practitioner to a patient is that 
information provided confidentially will not be 
divulged to others. This right is enshrined both 
within a statutory framework and in common 
law. Article 8 of the European Convention on 
Human Rights, incorporated into English law by 
the Human Rights Act 1998, guarantees the 
right to respect for an individual’s private and 
family life. This includes respecting the 
confidentiality of information concerning an 
individual’s personal health. Without such 
protection, patients would be deterred from 
revealing sensitive information often necessary 
for appropriate diagnosis and treatment and 
moreover such conduct could endanger not only 
their own health, but in the case of serious 
communicable diseases, the health of the 
community as a whole. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Scope of the Duty of Confidence 
That a doctor owes a duty of confidentiality to 
his patient was confirmed in law by Justice 
Boreham in 1974: 
‘The doctor is under a duty not to disclose 
(voluntarily), without the consent of his 
patient, information which he, the doctor, 
has gained in his professional capacity.’  
Hunter v Mann (1974) QB 767  

 
Professional Codes 
That a duty of confidentiality exists in the 
relationship between practitioner and patient is 
also reinforced in the guidelines provided by the 
professional regulatory bodies. 
Royal Pharmaceutical Society of Great Britain 
Code of  Ethics(2003): 

‘The patient expects pharmacists and their staff 
to respect and protect confidentiality.’  
 
The General Medical Council Confidentiality: 
Protecting and Providing Information (2000): 
 ‘Patients have right to expect that information 
about them will be held in confidence by their 
doctors. Confidentiality is central to trust 
between doctors and patients.’  

 
Health professionals, whether working in the 
NHS or private sector, are expected to observe 
guidelines on confidentiality (Department of 
Health  Confidentiality: NHS Code of Practice 
(2003).) The unauthorised disclosure of 
confidential health records is not only an 
infringement of patient’s right, but also a breach 
of the contractual duty owed by the employee to 
the hospital. In a hospital setting, confidential 
information is not only handled by doctors, 
nurses and other healthcare professionals, but 
also by clerical and administrative personnel 
who process patient data for many varied 
reasons.  All persons who record, handle, store 
or retrieve patient data (including those involved 
in research and clinical trials) owe a common 
law duty of confidentiality not only to patients, 
but also to their employer. 

A duty of confidence arises when one 
person discloses information to another in 
circumstances where it is reasonable to 
expect that the information will be held in 
confidence.  
It is: 

•.an ethical requirement 
•.a legal obligation that is derived 
from case law 
•.a requirement established within 
professional codes of conduct  
• included within NHS employment 
contracts as a specific requirement 
linked to disciplinary procedures 

‘A duty of confidence arises when confidential 
information comes to the knowledge of a person 
in circumstances where he has notice, or is held 
to have agreed, that the information is 
confidential.’ (AG v Guardian Newspapers 
(No.2) 1988) Lord Goff    

  
Breach of duty of confidentiality 
If confidentiality is broken an individual can sue 
through a civil court for an injunction and/or 
damages. A complaint can be made to the 
Information Commissioner if there is a breach of 
the 1998 Data Protection Act (DPA). 
 
 
 
 

 
 
 
 
 
 
 
 
 

 
 
 
 
 

Three elements are required to establish a 
breach of duty: 

 
• the information divulged must have the 

necessary quality of confidentiality about it; 
• the information must have been imparted in 

circumstances importing an obligation of 
confidentiality; 

• there must be an unauthorised use of the 
information)  

 
Additionally, there probably needs to be some 
detriment from the disclosure to the person to
whom the duty of confidentiality is owed. 
Note: The disclosure need not be deliberate. It may 
be inadvertent as well as deliberate 
 



The duty of confidentiality is not absolute.  
Statute law can override a duty of confidentiality. 
However, the disclosure of confidential 
information can only be sanctioned by the 
explicit consent of the patient unless legislation 
explicitly dictates that confidential patient 
information can be disclosed, or provides for 
common law confidentiality obligations to be set 
aside.  
 
English law distinguishes three main categories 
of exceptions:  
  
(1) when the patient consents: 
This must meet general legal requirements and 
consent may be explicit or implied (within the 
healthcare system there is a need to share 
pieces of information with others who are 
collaborating with the doctor in his patient’s 
management. Only information relevant to 
treating or caring for the patient should be 
disclosed and implied consent does not apply 
where the patient objects).
  
(2) where the public interest in disclosure 
outweighs the public interest in protecting 
confidentiality: 
 
In the case of X v Y  (1988) 2 All ER 649 Some 
employees of the plaintiff, a health authority, 
gave the reporter of a national newspaper the 
names of two doctors who were carrying on 
general practice despite having HIV/AIDS. 
Having published an article under the headline 
‘Scandal of Docs with AIDS’, the newspaper 
intended to identify the doctors in a subsequent 
article. The question arose as to whether the 
newspaper was justified in the public interest in 
publishing.  The judge concluded that the public 
interest in maintaining confidence in the 
circumstances of AIDS was a significant and 
fundamental one. The court accepted expert 
testimony suggesting that preventing the spread 
of the virus would be seriously impeded if 
people who might be infected could not disclose 
this fact to health professionals knowing that the 
information would remain confidential. This 
outweighed the public interest in the freedom of 
the press and the plaintiffs were granted a 
permanent injunction restraining the defendants 
from publishing the identity of doctors. 
 

The case of W v Egdell  [1990] 1 All ER 835 
concerned whether public interest  concerning 
danger to the health or safety of others justifies 
the disclosure of confidential information.  
W was detained as a patient in a secure hospital 
after he had shot dead five people and wounded 
two others. After ten years he made an 
application to a Mental Health Review Tribunal 

for discharge, or transfer to a less restrictive 
hospital.  W’s solicitors instructed Dr Egdell to 
produce an independent report supporting W’s 
application. However, Dr Egdell considered W to 
still be dangerous and opposed the transfer. As 
a result, W withdrew his application through his 
solicitor. When Dr Egdell learned that his report 
would not be included in the patient’s notes and 
would not be seen by the tribunal or the secure 
hospital, he sent a copy to the hospital’s medical 
director. A further copy was sent to the Home 
Office. W brought an action in contract and in 
equity alleging breach of a duty of confidence 
The Court of Appeal, hearing W’s action for 
breach of confidence, felt that it was in the 
public interest that the authorities responsible for 
protecting the public safety took their decisions 
based on the best available information. 
Accordingly, the public interest in protecting the 
public took precedence over the general public 
interest in ensuring the confidentiality of medical 
records and reports.  
 
A further situation where a patient may create a 
danger to another is where the patient is 
infected with a serious communicable disease 
and there is a risk of transmission. Guidance 
has been issued by the GMC, that recognises 
the need to balance the importance of observing 
confidence against a legitimate concern for the 
interests of others who may be at risk of death 
or serious harm. A doctor also owes a duty of 
confidentiality to an infected health care worker, 
although disclosure may also be necessary in 
the public interest to protect others. In such 
cases, the GMC emphasises the health care 
worker’s personal responsibility for the safety of 
his patients.  
 
Also the Public Interest Disclosure Act 1998 has 
provided statutory protection to employees and 
other workers, including health care workers 
who make disclosures concerning wrongdoing 
within the employment context.  
  

A further reason for disclosure under public 
interest is the prevention or detection of crime. 
According to the GMC guidance “Confidentiality: 
Protecting and Providing Information”(2000), 
disclosure is justified where it may assist in the 
prevention or detection of a serious crime, which 
will put someone at risk of death or serious 
harm.
  

 

 



(3) where there are statutory 
requirements: 

There are now a number of statutory provisions 
that require disclosure of information to a public 
body (and/or confirm the strict nature of the duty 
of confidentiality). They include the following: 
Public Health (Control of Diseases) Act 1984 
(supplemented by the Public Health (Infectious 
Diseases) Regulations 1988); National Health 
Service (Venereal Diseases); Regulations 
1974; Police and Criminal Evidence Act 1984 
Road Traffic Act 1988; Abortion Act 1967.  

  
Some Relevant legislation and 
guidelines 
  
Data Protection Act (DPA) 1998  
The main current legislation which governs the 
processing of medical data is the Data 
Protection Act (DPA) 1998 which implements 
EC Directive 95/46/EC. 
www.dataprotection.gov.uk 

  
The DPA only covers “personal data”, which 
comprises information about living people who 
can be identified. It covers health records 
processed electronically and those held on 
paper. With the exception of anonymised 
information, most all NHS information 
concerning patients is likely to fall within the 
remit of the act. The DPA98 imposes constraints 
on the processing of personal information in 
relation to living persons. An individual who 
suffers damage because of any contravention of 
the Act has a right to compensation. The DPA 
identifies eight data protection principles that set 
out standards for information handling.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Under the Data Protection (Subject Access 
Modification) (Health) Order 2000 access may 
be denied, based on the extent to which it is 
likely to cause serious harm to the physical or 
mental health of the individual concerned or any 
confidences of third parties. 
 
Generally, individuals should be told what use 
will be made of information they have given and 
to whom it will be passed and they are entitled 
to see the information and to correct any errors. 
The DPA imposes conditions on when data can 
be processed with additional conditions 
pertaining to ‘sensitive personal data’ Sensitive 
data cannot be processed without the explicit 
consent of the data subject unless the 
processing is necessary for medical purposes 
(which includes medical research and the 
management of health care services), and the 
processing is undertaken by a health 
professional or a person with an equivalent duty 
of confidentiality. All information given to 
healthcare professionals will constitute sensitive 
data.  
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The eight data protection principles state 
that personal data must be: 

. fairly and lawfully processed* 

. processed for limited purposes and not in 
ny manner incompatible with those 
urposes* 
. adequate, relevant and not excessive 
. accurate 
. not kept for longer than necessary 
. processed in accordance with individuals’ 
ights 
. secure and protected against unauthorised 
r unlawful processing and against accidental

oss, destruction or damage * 
. not transferred to countries without 
dequate protection. 

  most significant principles with regard to 
onfidentiality 
 

 

Definitions introduced by the DPA include: 

onal data:  data that relates to a living 
individual who can be identified 
from those data or from those 
data and other information which 
is in the 
possession of, or likely to come 
into the possession of, the data 
controller 

 subject:  an individual who is the subject of 
the personal data 

 controller:  a person who (either alone or 
jointly or in common with other 
persons) determines the 
purposes for which, and the 
manner in which, any personal 
data is, or is to be, processed 

 processor:  people who obtain, record or hold 
the data or carry out any 
operation or set of operations on 
the data. It includes organising, 
adapting and amending the data, 
retrieval, consultation and use of 
the data, disclosure and erasure 
or destruction of the data 

sitive data:  includes information relating to 
ethnic or racial origin, religious or 
political beliefs, physical or 
mental health, sexual matters 
and criminal offences 



Anonymised data 
Anonymised data is data prepared from 
personal information but from which the 
recipient of the information cannot identify the 
subject and is outside the scope of the DPA.  
The se of anonymous personal data is easier to 
justify ethically and legally than non-anonymised 
data. Nevertheless,  Ethics Committee approval 
would be required for the use of coded and 
anonymised data from NHS medical records.  
 
The Court of Appeal, in Source Informatics 
(!999), decided that the disclosure of 
anonymous data without consent from every 
individual is not a breach of the duty of 
confidence. The court held that there was no 
breach of confidence where the identity of the 
person concerned is protected.  
After reviewing the legal authorities on 
confidentiality, Lord Justice Simon Brown 
commented: “… the one clear and consistent 
theme emerging from all these authorities is this: 
the confidant is placed under a duty of good 
faith to the confider and the touchstone by which 
to judge the scope of his duty and whether or 
not it has been fulfilled or breached is his own 
conscience, no more and no less….The concern 
of the law is to protect the confider’s personal 
privacy”. 
 
Caldicott Guardians 
Processing of data is fairly widely defined by the 
DPA, and includes: obtaining, recording, 
holding, altering, retrieving, disclosing or 
destroying data. As a result of this, the Caldicott 
Committee was established to review all patient 
identifiable information passing between NHS or 
non NHS bodies for purposes other than direct 
patient care, medical research or a statutory 
requirement for disclosure.  
  
The Caldicott Report, published in December 
1997, recommended ways in which the handling 
of, and right of access to, patient identifiable 
information could be improved. It recommended 
the establishment of a network of senior 
managers within NHS organisations to act as 
guardians of patient information. Two of the 
most important recommended actions were that 
the ‘Caldicott guardians’ should restrict access 
to patient information by enforcing strict ‘need to 
know’ principles within each organisation and 
regularly review and justify the uses of patient 
information. 
  
 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Access to Health Records Act 1990                       
This act has been replaced by the DPA 1998 
(except for records regarding people who have 
died). 

Access to Medical Reports Act 1988 
This Act was introduced “to establish a right of 
access by individuals to reports relating to 
themselves provided by medical practitioners for 
employment or insurance purposes and to make 
provision for related matters”. 
An individual has the right, subject to certain 
exemptions, to access any medical report 
relating to him or herself which is to be, or has 
been, prepared by a medical practitioner for 
employment or insurance purposes. 

  
Guidelines 
NHS Code of Practice on Confidentiality: 
www.dh.gov.uk/assetRoot/04/06/92/56/0406925
6.pdf
 
General Medical Council guidance on 
confidentiality: Confidentiality: Protecting and 
Providing Information 
www.gmc-uk.org/standards/default.htm
 
BMA guidance on Confidentiality and Disclosure 
of Health Information: 
 www.bma.org.uk/ap.nsf/Content/ 
Confidentiality+and+disclosure+of+health+infor
mation?OpenDocument&Highlight=2,confidentia
lity 
 
 
 
 
 
 
 
 

Caldicott Principles: 
 
● Justify the purpose 
 
● Only use patient identifiable information 
when it is absolutely necessary 
 
● Use the minimum necessary patient 
identifiable information 
 
● Access to patient identifiable information 
should be on a strict need to know basis 
 
● All those accessing should be aware of 
their responsibilities both legal and 
contractual 
 
● Processing must comply with the law 

http://www.dh.gov.uk/assetRoot/04/06/92/56/04069256.pdf
http://www.dh.gov.uk/assetRoot/04/06/92/56/04069256.pdf
http://www.gmc-uk.org/standards/default.htm


Some Terms (NHS Confidentiality Code of 
Practice 2003) 
Patient identifiable information 
Key identifiable information includes: 
- patient's name, address, full post code, date of 
birth;  
- pictures, photographs, videos, audio-tapes or 
other images of patients; 
- NHS number and local patient identifiable 
codes; 
- anything else that may be used to identify a 
patient directly or indirectly. For example, rare 
diseases, drug treatments or statistical analyses 
which have very small numbers within a small 
population may allow individuals to be identified. 

 
Anonymised Information 
This is information which does not identify an 
individual directly, and which cannot reasonably 
be used to determine identity. Anonymisation 
requires the removal of name, address, full post 
code and any other detail or combination of 
details that might support identification. 
 
Pseudonymised Information 
This is like anonymised information in that in the 
possession of the holder it cannot reasonably be 
used by the holder to identify an individual. 
However it differs in that the original provider of 
the information may retain a means of 
identifying individuals. This will often be 
achieved by attaching codes or other unique 
references to information so that the data will 
only be identifiable to those who have access to 
the key or index. Pseudonymisation allows 
information about the same individual to be 
linked in a way that true anonymisation does 
not. 
 
Clinical Audit  
The evaluation of clinical performance against 
standards or through comparative analysis, with 
the aim of informing the management of 
services. This should be distinguished from 
studies that aim to derive, scientifically confirm 
and publish generalisable knowledge. The first 
is an essential component of modern healthcare 
provision, whilst the latter is research and is not 
encompassed within the definition of clinical 
audit in this document. 
 
Explicit or Express Consent 
This means articulated patient agreement. The 
terms are interchangeable 
and relate to a clear and voluntary indication of 
preference or choice, usually given orally or in 
writing and freely given in circumstances where 
the available options and the consequences 
have been made clear. 
 

Implied consent  
This means patient agreement that has been 
signalled by behaviour of an informed patient  
 
Disclosure  
This is the divulging or provision of access to 
data. 
 
Healthcare Purposes 
These include all activities that directly 
contribute to the diagnosis, care and treatment 
of an individual and the audit/assurance of the 
quality of the healthcare provided. They do not 
include research, teaching, financial audit and 
other management activities. 
 
Information Sharing Protocols 
Documented rules and procedures for the 
disclosure and use of patient information, which 
specifically relates to security, confidentiality and 
data estruction, between two or more 
organisations or agencies. 
 
Medical Purposes  
As defined in the Data Protection Act 1998, 
medical purposes include but are wider than 
healthcare purposes. They include preventative 
medicine, medical research, financial audit and 
management of healthcare services. The Health 
and Social Care Act 2001explicitly broadened 
the definition to include social care. 
 
Public Interest  
Exceptional circumstances that justify overruling 
the right of an individual to confidentiality in 
order to serve a broader societal interest. 
Decisions about the public interest are complex 
and must take account of both the potential 
harm that disclosure may cause and the interest 
of society in the continued provision of 
confidential health services.  
 
Social Care  
Social care is the support provided for 
vulnerable people, whether children or adults, 
including those with disabilities and sensory 
impairments. It excludes "pure" health care 
(hospitals) and community care (e.g. district 
nurses), but may include items such as respite 
care. There is therefore, no clear demarcation 
line between health and social care. Social care 
also covers services provided by others where 
these are commissioned by CSSRs (Councils 
with Social Service Responsibilities). 



 

 

 

 

Terms 
Privacy 
Confidentiality 
Identification 
Breach of confidentiality 
Consent to disclosure 
Implied consent 
Explicit consent 
Need to know basis 
 
 
Information Sources 

British Medical Journal Collected Resources 
includes a 'Confidentiality' category. 
http://bmj.bmjjournals.com/cgi/collection/confide
ntiality   

Department of Health 
http://www.dh.gov.uk/Home/fs/en 
Department of Health (1996) The protection and 
use of patient information.  
Department of Health (1994) AIDS/HIV – 
infected healthcare workers: guidance on the 
management of infected health care workers. 
(Expert Advisory Group revised December 1998 
and 2002). 
Good Practice Guidelines for General Practice 
Electronic Patient Records August 2000 
Department of Health (2003) Code of practice 
on 
confidentiality.  
Department of Health (2000) Hepatitis B 
infected health care workers – HSC 2000/020.  
Department of Health (2002) Hepatitis C 
infected healthcare workers – HSC 2002/010.  
 
General Medical Council 
General Medical Council (1995) Duties of a 
doctor. London: GMC 
General Medical Council (1995) Confidentiality. 
London: GMC 
General Medical Council (1995) HIV and AIDS: 
the ethical considerations.London:GMC 
General Medical Council (1998) Seeking 
patients consent:the ethical 
considerations.London:GMC 

Confidentiality: Protecting and Providing 
Information – General Medical Council (GMC) 
September 2004 
www.gmc-uk.org/standards/secret.htm  
 
Nursing and Midwifery Council (2002) The Code 
of Professional Conduct. London:NMC 
 
 
 
The Confidentiality and Security Advisory Group 
for Scotland (CSAGS) Protecting Patient 
Confidentiality – Final Report. April 2002. 
www.show.scot.nhs.uk/csags/Home%20Page%
20Frame.htm 
 
Legislation 
Health and Social Care Act 2001 – Section 60 
www.dh.gov.uk/Home/fs/en 
Human Rights Act 1998 which incorporated the 
European Convention on Human Rights – Article 
8 
www.hmso.gov.uk/acts/acts1998/19980042.htm 
Freedom of Information Act 2000 
www.hmso.gov.uk/acts/acts2000/20000036.htm 
The Health Service (Control of Patient 
Information) Regulations 2002 SI No1438 
www.hmso.gov.uk/  
Adults with Incapacity (Scotland) Act 2000 
www.hmso.gov.uk/legislation/scotland/acts2000/
20000004.htm 
 
Data Protection Act 1998 
www.hmso.gov.uk/acts/acts1998/19980029.htm  
 
Directive 95/46 /EC of the European Parliament 
–Data Protection Directive; 
Directive 2002/58/EC of the European 
Parliament – Directive on Privacy and Electronic 
Communications 
http://europa.eu.int/eur-lex/  
 
Information Commissioner Data Protection Act: 
www.dataprotection.gov.uk/ . 
 
Use and Disclosure of Health Data – Guidance 
on the Application of the Data Protection Act 
1998 – Information Commissioner May 2002 
http://www.dataprotection.gov.uk/ 

The words  ‘private & confidential’ are 
written on an envelope 

What does each indicate? 
 

Private – no unauthorised access 
Confidential – those granted permission to 
read what is inside are under an obligation 
not to reveal it’s contents to others  
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